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Simply Securel

Your notebook data with DigiSAFE
DiskCrypt, the encrypted hard disk.

DigiSAFE DiskCrypt is a secure storage device that consists of a hard disk drive
with a hardware-based cryptographic module that encrypts all data that is
written into the hard disk to provide total data protection. DiskCrypt encrypts
every single sector transparently in hardware without any loss in disk performance.

DiskCrypt is a drop-in and easy-to-install replacement for standard 2.5" notebook
hard disk drives. DiskCrypt does not require any software drivers or applications
lo be installed and is operating system independent. After installation, users use
their notebooks as usual with the assurance that their data is fully protected should
their notebooks be stolen or lost.

Real-tima Encryption

Two-factor

Authentication

DigiSAFE DiskCrypt




DIGIS FE°

CONNECTI NG SECURELY

Real-time encryption Pre-boot Authentication

DigiSAFE DiskCrypt consists of a hard disk drive and a | DiskCrypt authenticates the user every time the notebook powers on
hardware-based cryptographic module that encrypts every | or resumes from hibernation. The notebook will only boot into the
single byte of data that is written into the hard disk in real- | Operating System upon successful user authentication. DiskCrypt
time without loss in disk performance. offers two authentication modes:

Single-Factor Authentication:

In this mode of authentication, the user is prompted for a
Password at the pre-boot stage after power-on. DiskCrypt grants
access to the user if the correct password is presented.

Two-Factor Authentication:

In this mode of authentication, the user is prompted for the
KeyCrypt® USB cryptographic token (something you have),
as well as the password for the token (something you know).
DiskCrypt grants access only if the correct token and password
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( o SPECIFICATIONS )
( FEATURES BENEFITS ) Storage Ca_pacin,r | +20GB, 30GB, 40GB
Real-time hardware-based Zero performance degradation Data Transfer Rate |+ 100 MB-’SEC Ultra DMA
enciypion and decryption Interface |+ ATA-2/3/4/5/6, SATA1.0
Pure hardware solution Total transparency to user, immune ES;;‘:G"E" Speed L gﬁfg (i
o R AR Physical “+ Standard 25"HDD
B T il + Conforms to SFF-8200, SFF-8201, SFF-8212
Evegsmgle hart(;glsk Complete data protection « Dimensions: 100 mm (L) x 70 mm (W) x 9.5 mm (H)
Secor s encrypied i Power + 5V 900mA
Platform and operating Greater operational options and Operating Systems '+ Operating Systems independent
system independent _______ | deployment fiexibility + Tested with Windows® XP, 2000, ME, 98SE, 98,
No need for software installation, |Ease of installation and and Linux
upgrades, or patches maintenance, lower total cost of Encryption | *NIST1 & CSEZ certified TDES hardware cipher
‘ownership engine
Tamper-resistant hardware Robust physical protection + Supported key strengths:
cryptographic module e -- = - 64-bits DES
Pre-boot authentication Strong hard disk access confrol - 128-bits 3DES
Supports authentication using Rigorous two-factor authentication - 192-bits 3DES
USB cryptographic token Pre-boot Authentication | » Password
Supports data migration and Total data protection, migration, | *Two factor authentication with DigiSAFE KeyCrypt
backup backup, and recovery solution for DigiSAFE KeyCrypt USB | » Two-factor pre-boot authentication
the notebook Cryptographic token
N ” | OPTIONAL
DigiSAFE DiskCrypt « Utility Kit with
Toolkit - Disk cloning software for migration, backup
DiskCrypt Toolkit thj reo?\lfjesfsé 0; d;tz e
, . . . - Externa ard disk enclosure
The DiskCrypt Toolkit consists of an external USB hard disk b J
enclosure and a data C|Oﬂ|ﬂg SOﬂware ‘g.!?.SET._ Twe National Illslllulséogslzwndalds and Tsdm?lw of the Unmddstéaﬁgggﬁmenm
Migration: Regulatory Compliance

This enables the user to migrate seamlessly from the original | DiskCrypt combines notebook data encryption and pre-boot
hard disk to DiskCrypt, preserving the existing software | authentication to allow organizations to better protect and control
operating environment and user data. access to their corporate and customer data to comply with regulations

such as Sarbannes-Oxley, HIPAA, and EU Data protection Directive.

Backup and Recovery:
User can also backup their DiskCrypt data onto another
external drive that can be stored securely.
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